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Risinajums 1. - Insider attacks
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Reala-laika datu bazes monitorings un aizsardziba ar IBM Guardium

Application Servers

Database Servers

Host-based —
Probes (S-TAPs) Collector

" Nav nepiecieSamas DBMS izmainas

" Neizmanto DBMS izveidotos logus kurus
var viegli izdzeést uzbrucéjs vai negodigs
darbinieks

" 100% redzamiba ietverot art tieSu DBA
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Cross-DBMS risinajums
Detalizétas, reala-laka politikas &
auditeSana

— Kurs, ko, kad, ka

Automatizétas atbilstibas atskaites un
eskalacijas
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Risinajums 2. - Application security
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Rational Appscan
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" PlaSas skenéSanas iespé€jas ieklauj art i —
sarezgitas Web 2.0 tehnologijas

* Erti izmantojams gan testétajiem, gan
aplikaciju izstradatajiem
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Risinajums 3. - Security Information and Event
Management
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QLabs — Konteksts un korelacija sniedz dzilako ieskatu

ﬁ Security Devices = —— —-

5‘ Servers & Mainframes— — )

m Network & Virtual Activity

Notikumu korelacija Patiesais UZb(Ukums

* Logs + IP Reputation S
* Flows * Geo Location S

H Data Activity = i —) T Uzbrukuma identificéSana

Aktivitasu noteikSana & anomaliju B -miba .
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(4] Application Activity ] i . Atbilstiba

* Lietotaju aktivitate
- Configuration Info - — - > * DB aktivitate V2

* Aplikaciju aktivitate R4
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BEY Vulnerability & Threat — = ) VL ,/

Aizdomigie incidenti ’
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Apjomigi datu A Padzilinata o Arkartigi precizs un pielietojams
avoti izmekléSana % ieskats
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Pilntba integréta drosibas izmeklésana
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Izblvéta uz vienotas datu arhitektiras
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