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Plans

1. Interneta véleésanu apdraudejumi
2. Arzemiju pieredze
3. Interneta velesanu Koncepcija Latvija
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1.

Interneta velésanu soli

(Pirms vélesanam) VElétajs sanem
paroli/kodu, kas lauj vinam balsot.

Lietotajs ievada balsojumu
lietojumprogramma uz sava datora.

Balsojums tiek nosifréts un nosutits CVK
serverim.

(Péc balsosanas beigam) CVK servera
sanemtie balsojumi tiek atsifréti un
saskaititi.
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Kas Ir dross?

Informacijas parsatisana no vélétaja datora
uz CVK serveri (informacija tiek sifréta ar
drosam tehnologijam).
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Kas nav dross? (1)

Balsosana uz vélétaja datora:

* Véletajs neredz, vai nosifrétais balsojums,
kas tiek nositits uz CVK, sakrit ar vina
balsojumu.

* Datorviruss var inficét/modificét
balsosanas programmu.
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Kas nav dross? (2)

Balsosana uz vélétaja datora:

* Inficéta programma var nomainit velétaja
balsojumu pirms ta nosudtisanas uz CVK

un pielietot pareizos
autentifikacijas/sifréeSanas lidzek|us
nomainitajam balsojumam.
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Kas nav dross? (3)

Balsu apkoposana uz CVK servera:

* Uzbrukumi no iekSpuses (personals, kas
iesaistits sistémas apkalposana);

* Uzbraukumi no arpuses (drosibas
caurumi).

Sekas - notikusie balsojumi var tikt maintti,
var tikt pieskaititi nenotikusi balsojumi.

lelausanas var tikt nepamanita.
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ASV pieredze

2010, D.C. Digital Vote-by-Mail service.
lesp€ja arpus ASV esoSajiem vélétajiem
balsot caur Internetu.

28.09-6.10: sistémas izméginajums.

Tika planota izmantosana 2010.g.
novembra veélésanas.
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Pilotprojekta rezultati

* Uzbrucéjs: University of Michigan.

* Uzbrucejs sasniedza gandriz pilnigu
kontroli par e-vélésanu sistemu:

— spé€ja noteikt katra véletaja balsojumui;

— spé€ja mainit veélétaju balsojumus (ieskaitot
balsojumus, kas notikusi pirms ielausanas
briza);

* Uzbrukums netika pamanits, lidz
uzbrucejs par to pats nepazinoja.
Tika nolemts sistemu Rrakse neizmantot.
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ASV pieredzes secinajumi

Publicéts:

Barbara Simons and Douglas W. Jones.
Communications of the ACM
(2012.gada oktobra numurs)

"Internet Voting in the U.S.”
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1.

2.

ASV pieredzes secinajumi

Internet voting is fundamentally
insecure.

Most people do not associate widely
publicized computer viruses and worms
with Internet voting.

. Internet voting is being pushed in many

countries by vendors, election officials,
and well-meaning people who do not
understand the risks.
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Arzemiju pieredze - Norvégija

Publicéts: Jordi Barrat i1 Esteve, Ben
Goldsmith and John Turner

International Experience with E-Voting
Norwegian
E-Vote Project, June 2012,pp. 196.

International Foundation for Electoral
Systems (since 1987, IFES has worked
iIn over 135 countries).
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Arzemiju pieredze - Norvégija

* The group of Internet voting system users consists
of four core countries which have been using
Internet voting over the course of several
elections/ referenda: Canada, Estonia, France and
Switzerland. Estonia is the only country to offer
Internet voting to the entire electorate. The
remaining seven countries have either just
adopted it, are currently piloting Internet voting,
have piloted it and not pursued its use, or
discontinued its use.
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Arzemiju pieredze - Norvégija

* Finally, it is clear that the field of
electronic voting is subject to ongoing
technological developments. New
functionality is constantly being
developed for voting machines, which
will continue to raise challenges in the
future about the way in which electronic
voting is implemented.
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Arzemiju pieredze - lgaunija

* |-vélésanas kops 2005. gada.

* |zmantotas 2005, 2007, 2009, 2011.
gados.
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Helger Lipmaa

lgaunijas vadosais
Kriptografijas eksperts
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«| paper voted.
Why? First of all, as a

cryptographer, it is my job

not to support insecure
systems.»

05.03.2011
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Barbara Simons

* ASV valdibas
padomniece e-
vélésanu
jautajumos.

Based on the information | have obtained,
| have concluded that the Internet voting
system used in Estonia is insecure.

03.09.2011
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Problemas ar Igaunijas e-

vélésanam (Barbara Simons)

. There are a number of serious problems, as
escribed by the OSCE/ODIHR report;

ne voters’ privacy (secret ballot) is vulnerable;

[he voters’ computers are vulnerable to election
rigging malware;

nere is an insider threat;

ne server is vulnerable to attack from
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ne system is not open or transparent;

nere has been no security evaluation of the
system by independent computer security
experts.
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Problemas ar Igaunijas e-

vélésanam (Barbara Simons)

1. There are a number of serious problems, as
described by the OSCE/ODIHR report;

2. The voters’ privacy (secret ballot) is vulnerable;

3. The voters’ computers are vulnerable to election
rigging malware;

4. There is an insider threat;

5. The server is vulnerable to attack from
anyone/anywhere;

6. The system is not open or transparent;

/. There has been no security evaluation of the
system by independent computer security experts.
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Situacija Latvija

1. LVRTC ir izstradajis interneta vélésanu
Koncepciju ar zemu drosSibas [imeni

2. Koncepcija tika analizeta daudzas
sanaksmes, ieskaitot CVK, kur piedalijas
art LATA parstavji, formuléjot 8

jautajumus, kas skar e-véleésanu drosibu,

letderibu un atbilstibu Satversmeil.

3. Uz 7 jautajumiem joprojam nav sanemta
nekada atbilde
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LU DF vértejums (1)

Veéertejumu akceptéja - 3 LZA akadémiki, 15
profesori, 5 docenti, 11 pétnieki

* Interneta vélésanu Koncepcija nesniedz
pietiekamu pamatojumu tam, ka nav
ilespéjama iI-vélésanu rezultatu viltosana;
tas prieksrocibas, ko piedava I-
vélésanas, neatsver tos milzigos
zaudejumus, kuri iespéjami i-vélesanu
rezultatu viltosanas gadijuma.
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LU DF vértejums (2)

* Starptautiska pieredze interneta vélésanu
sistému izveidé parada, ka pasaulée vél
nav izveidota sistéma ar pietiekosi augstu
drosibas pret viltojumiem [imeni; ASV
pieredze parliecina, ka tuvakaja laika
dross i-vélésanu risingjums nav
sagaidams
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Situacija Latvija

1. Neraugoties uz ekspertu bridinajumiem,
Koncepcija tika iesniegta akceptésanai
valdiba

2. Koncepcijas autori maldina neinformétus
cilvekus un valdibu, radot iespaidu, ka
Latvija spéj atrisinat pasaule neatrisinatu
interneta vélésanu problemu

3. LU DF darbinieki aicina apturét so
avanturistisko projektu
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Paldies par uzmanibu
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